SocialCo-Lab

Executive Assistant Digital Safety Guide

Protecting Leadership, Information, Communications, and
Organizational Trust

Prepared by

Dr. Cheri "Pavi" Givens
Al Ethicist » AI Educator * Founder, SocialCo-Lab

Introduction

Executive Assistants are among the most trusted professionals within an organization.

They manage calendars, communications, confidential documents, financial information, event logistics,
travel arrangements, donor relationships, board communications, and executive correspondence.

Because of this access, Executive Assistants are increasingly targeted by cybercriminals, scammers,
impersonators, and social engineering attacks.

This guide provides practical strategies to help Executive Assistants protect leadership, organizational
assets, and sensitive information in today's digital environment.

The objective is not fear.

The objective is awareness, preparedness, and confidence.

Why Executive Assistants Are Prime Targets

Executive Assistants often have access to:

* Executive calendars

* Financial information

* Board communications
* Donor records

« Staff information

* Travel details



« Strategic plans
« Password recovery channels
+ Confidential documents

Attackers understand this.

Many cybercriminals view Executive Assistants as the gateway to organizational leadership.

The Executive Assistant Security Mindset

The most valuable cybersecurity tool is not software.
It is discernment.
Develop the habit of asking:

* Does this request make sense?

+ Is this normal behavior?

« Can I verify this independently?

* Does this create unnecessary urgency?

+ Is someone attempting to bypass established procedures?

Pause before responding.

Verification prevents compromise.

The Five Areas Every Executive Assistant Must
Protect

1. Email Security

Email remains the most common attack vector.
Watch for:

* Misspelled email addresses
* Urgent requests

* Unexpected attachments

* Payment requests

* Requests for passwords

* Unusual writing styles



Never assume a message is legitimate simply because it appears to come from leadership.

Always verify unusual requests.

2. Calendar Security

Executive calendars contain valuable information.
Protect:

* Meeting locations

* Travel schedules

* Board meetings

* Executive availability
* Personal appointments

Best Practices:

v’ Share calendars only when necessary
v Limit editing permissions

v Review sharing settings regularly

v Remove former staff access

3. Document Security

Executive Assistants often manage highly sensitive documents.
Examples:

» Contracts

* Personnel records
* Financial reports

* Legal documents
« Strategic plans

* Board materials

Best Practices:
v Store documents securely

v Use approved cloud platforms



v/ Restrict access by role

v Remove outdated copies

4. Financial Protection

Executive Assistants frequently process:

* Invoices

* Purchase requests
* Donations

* Vendor payments
* Reimbursements

Always verify:
* New vendor requests
+ Banking changes

* Wire transfers
* Payment instructions

Never process financial requests solely based on email.

5. Executive Communications

Leadership impersonation is increasing.
Common examples include:
* Fake text messages from executives
* Fraudulent email requests

* Gift card scams
« Emergency payment requests

Create a verification protocol.
When in doubt:

Call.

Confirm.

Then proceed.



Social Engineering Awareness

Social engineering attacks target trust rather than technology.
Warning signs include:

Urgency

"This must be completed immediately."

Authority

"The CEO needs this now."

Secrecy

"Do not discuss this with anyone."

Pressure

"There is no time to verify."

Whenever urgency and secrecy appear together, stop and verify.

Password Protection

Strong password practices are essential.
Use:

v Unique passwords

v Password managers

v Multi-Factor Authentication

Avoid:

X Shared passwords

X Password spreadsheets



X Predictable passwords

X Reusing passwords across systems

Mobile Device Protection

Most Executive Assistants work across multiple devices.
Protect:

* Smartphones
* Tablets
* Laptops

Checklist:

v Enable device passcodes

v Enable biometric authentication
v Turn on device tracking

v Install updates promptly

v Use secure Wi-Fi connections

Video Meeting Safety
Executive Assistants often manage virtual meetings.
Best Practices:

v Use waiting rooms

v Require meeting passwords

v Verify participants

v Restrict screen sharing

v Remove unauthorized attendees



Artificial Intelligence Awareness

Al tools can improve productivity.
However, Executive Assistants should never:

+ Upload confidential documents to unknown Al platforms
+ Share donor information

* Share employee records

* Share protected financial information

Before using Al

Verify privacy policies and organizational guidelines.

Digital Safety Red Flags

Pause immediately if you receive:
* Unexpected payment requests
* Requests for gift cards
+ Password requests
* Login verification requests

+ Banking changes
* Urgent confidential demands

Verify independently.

Executive Assistant Incident Response Protocol
Step 1

Stop.

Do not continue engaging.

Step 2

Document the incident.



Step 3

Notify leadership or technology support.

Step 4

Change passwords if necessary.

Step 5

Review what information may have been exposed.

Step 6

Update procedures to prevent recurrence.

Executive Assistant Digital Safety Checklist

Accounts

[ Multi-Factor Authentication enabled
[] Strong passwords in place

(] Password manager in use

Communications

[] Suspicious emails reviewed carefully
[ Verification procedures established

[] Leadership impersonation risks understood

Devices

[] Updates installed

[] Devices secured



[] Backup procedures active

Documents

[] Access controls reviewed
[ Sensitive documents protected

[] Sharing permissions verified

Al Tools

L] Approved tools only
[ Confidential information protected

[J Privacy policies reviewed

Digital Stewardship

Executive Assistants occupy one of the most influential positions in any organization.
Protecting information is not merely an administrative responsibility.
It is an act of stewardship.

Every protected account, verified request, secured document, and thoughtful decision contributes to
organizational resilience and trust.

Wisdom protects.
Discernment strengthens.

Preparation empowers.



About SocialCo-Lab

SocialCo-Lab empowers individuals, churches, nonprofits, entrepreneurs, and communities to thrive in the

age of Artificial Intelligence through education, ethical innovation, workforce development, digital literacy,
and technology stewardship.

Digital Safety Resource Center
Resources. Training. Awareness.

Wisdom. Confidence. Discernment.
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